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1-1 Reality Check
for IT

John Delroye
N Manager, International Business Development
S FileWave
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My creds

Client Management Advanced Techniques

John DeTroye

Senior Consulting Engineer
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27+ years planning and deploying systems
Author:

- Macintosh Manager Tips & Tricks

- OS X Deployment Guide(s)
Contributing writer

- Apple Server documentation

- humerous certification manuals
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“Let’s do this as a 1-1!11”
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What we planned...
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Infrastructure

Workflows

Responsibilities

Support




Infrastructure
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“I'he bits must flow...~ D

Electrical planning

Network planning

Systems Management planning
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30 laptops with 60W chargers need a
dedicated 15Amp circuit

A tablet cart with 30 devices needs at
least 4-5AMpPs

Scale that across campus...
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\What worked in a lab
Versus

\What works ina 1-7




L J ® . o
[ J e L) . .
L * - -
o ® . - o
® L L] .
[ L J » -
o L .
[ ] L J . .
L J - - .
- ® - .
L J - -
[ J L) -
- - .
L 4 - .
- -
L J - .
- - .
- - .
. .

ge

ra

[y - NOt cove

/

for capac

lale;

Flann

- -
- -

- -
. - *

- - L 4
. . >






Network Services

. . ]

What to do when you can’t “bind”

¥ Profile Editor

Email

Account Description

The displayname of the account (eqg. "Company mail account”)
My Mail Account

Account Type

The protocol for accessing the email account

IMAP + | Path Prefix: | [optional]

User Display Name

The display name of the user (eqg. "John Appleseed")

%full_name%
Email Address

LDAP for services - not logins

Collaboration services

Fmail / Calendars

Chat (Jabber, etc)

VPP registration
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Commercial versus Open Source

Don’t do just “MDM”

Widen your focus
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Systems Management

.......

Imaging / Deploying / Managing / Maintaining B

_
Asset Management
- License Management

“Modern” Device Management

Imaging and Deployment

Software / Content Distribution
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Trust them

[each them

Encourage them

Support them



[rust them BRSNS

Administrative privileges

They need to be seen as the “experts”




[each them
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Don’t make them “lechs”
Show them how to use key software

Teach them how to back up their data



Encourage them It

Let them experiment

Help them find relevant solutions




Support them D
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No such thing as a dumb question
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Become their allies
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1:1 Models Many: 1 Models | .~

!
/.\ User J [ /.n Layered ] [m Institution J

Local Guest . Expiring
Admlnlstratlon Admin Account Account Mobile Account
OOB Limited Assignec

Experience Systems

Yes No

Standard Local Mobile External
User Account Account Mobile Account
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Toward this... B
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1 1 Models
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Pre-13 only
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Moving away from the “giant lab”

mesponm 1113Y,
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Use a sensible management strategy
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Cancel Warning Install

MOBILE DEVICE MANAGEMENT

The “Carrot & Stick” Approach

Installing this profile will allow the administrator at “https://

home.tenshi.net:20443/ios/mdm” to remotely manage your

. Enforce the AUP

The administrator may collect personal data, add/remove
accounts and restrictions, list, install, and manage apps,

and remotely erase data on your iPad. Don ’Z’ l’/’y tO contr O/ ever ythll’)g




Carrots...

N

w... Verizon = ® OO0 -~ Noblesville Schools Software Kiosk
= Cateqories [ All Items :J 'Q Search All

ExamView-0SX-Kiosk-Mac
Applications

v AN@®)
IO Applications (7)

Harry Potter and the Deatl D Utilities (1)
Alexandre Desplat

Not Installed

Applications Not Installed

Opera 11.60-Kiosk-Mac

Applications Not Installed

s RosettaStone v3-Kiosk-Mac

SAT 2 Math Level Il Test -

Ace Academics T CPS ?.8.0.12—K|osk—Mac Not Installed

.
MDD - ol

SAT 2 Math Level Il Test - FileWave Kiosk

Ace Academics

:; All (11) WIN 7 AdobeReaderX 32

Applications Not Installed

While the World Watched

Carolyn Maull McKinstry & Denise Georg¢

._,\: Applications (6)

WIN 7 Audacity 32 (Beta 1.3)

Applications Installed

Documents (4)

World Greatest Novels: 25 (®) 0s Updates (1) o
. Win 7 Firefox-11 32
Mark Twain, Leo Tolstoy, Jules Verne, Ji Not Installed

Applications
Scott, Charlotte Bronté, Louisa May Alct

Charles Dickens, Thomas Hardy, James WIN 7 Opera 32

Applications Installed

FileWave International Holding AG ©

WIN 7 VLC 32

Applications Installed

WIN Office2007 WIN7

Applications Not Installed

Top Downloads

b O & )

WIN Email access instructions WIN 7 Opera 32 WIN 7 Audacity 32 (Beta 1.3) WIN

FileWave International Holding AG © 2013 6 Items
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Management Flags

v Remove App when MDM profile is removed
| Prevent Data Backup

Summary:

*This App will be deleted if the MDM profile is removed
*This App's data will be backed up in iTunes
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There is an AUP for a reason o
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No TalKirg ‘
No Laughing /

No Smilinq [7
InFact: y
No NothingThat
induces any Kind

f pleasure A \
~ 7. { a

' Work with faculty on limits

. Make sanctions reasonable...

and enforceable
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AVOId te ’ ’ ta th ’ . Preferences m Widgets Media Sharing Services |
N N 7N
@Allow use of Game Center
m Applications Media Content |

™ Allow use of camera

@ Allow FaceTime

™ Allow multiplayer gaming
™ Allow adding Game Center friends
@Allow Game Center account modification

™ Allow App Store app adoption

™ Allow screen capture " | Restrict App Store to software updates only

M Allow use of IMessage (Supervised devices only) | Restrict which applications are allowed to launch

@Allow installing apps

W Allow removing apps (Supervised devices only) @Allow documents from managed apps in unmanaged apps

@Allow In-App Purchase

v Require iTunes Store password for all purchases @AHOW inline dictionary word lookup
™ Allow iCloud backup ™ Allow Passbook notifications while locked

™ Allow iCloud document and data . Preferences = Applications = Widgets ‘ ¥ Show Control Center in lock screen

¥ Allow iCloud keychain ™ Show Notification Center in lock screen

Network Access
Access settings for network media

@Allow documents from unmanaged apps in managed apps

¥ Allow iCloud photo sharing @] Show Today view in lock screen

¥ Allow automatic sync while roaming AirDrop:

Allow voice dialin Allow pairing with non-Configurator hosts
@ J Hard Disk Media Access @ 9 9

™ Allow @Allow AirDrop (Supervised devices only)

@AIIOW Siri Access settings for hard disk media (SuDeNised devices onlY)
™ i L . ™ Allow text define (Supervised devices only)
Allow Siri while device is locked Internal Disks: ™ Allow - o ad ekl
@]Enable Siri profanity filter (Supervised dey ] Require A @ orce limited ad tracking
o Allow user-generated content in Siri | Read-Onl Force encrypted backups

™ Allow sending diagnostic and usage data to Apple

External Disks: @Allow @Allow Touch ID to unlock device
 Require A

| Read-Only

(Supervised devices only)

@Allow iBookStore (Supervised devices only)

@Allow users to accept untrusted TLS certificat

¥ Allow automatic updates to certificate trust sewunys

2 Allaw Inctallatinn of Canfiocuration Prafilac
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How IT sees end users
"YOU ARE SMART"™
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: How end users see IT
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leach the Administrators
Teach the faculty and students

Know when to say “enough”




“There I1s no technical solution for bad
classroom management”
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[Learn 21st Century Educational methods
Become the mentors

You have already proven it can be done
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